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m WINNING THE TRUST — 9. Reduction of Corruption Risks to Zero  10. Reinforcing Information Security Risk Management

Reinforcing Information Security
Risk Management

SK Innovation has put in place an information security management system and strives for its effective operation in order
to ensure business continuity. We also strive to foster a culture of information security by providing our employees with
education programs.

Strategies to Achieve Key Tasks (Mid-to Long Term) Major Activities Planned for 2023

SK Innovation obtained or acquired a relevant certification by satisfying “at least 90% of information security and SK Innovation will reinforce its information security management system by maintaining relevant

2025 Targets

privacy protection indicators at domestic and overseas sites” and continues to improve security by detecting certifications as well as making security disclosures by subsidiary to prevent and minimize information

security risks and maintaining the certification. Regular inspections are conducted to identify security risks and keep security breaches. SK innovation will also will expand the education and engagement of employees further to

Information security and
privacy protection indicators
(domestic, overseas)

90 % or above

Employees’ completion of
education

upgrading security control. The company will obtain overseas information security certification (ISO/IEC 27001) promote the culture of information security.
and privacy protection certification (ISO/IEC 27701) by ISO as a means to verify the information security and privacy
protection management system and its operation. We also aim to reach 100% education completion rates by all

employees in Korea and local hires in overseas business sites to reaffirm our commitment and foster a corporate Reinforcing Information Security

Management Systems

Engaging Employees in

culture centered on security, and continue these security activities to make our business activities more sustainable. Information Protection

Information Protection Management System

100..

Establish information security
strategies considering the
ESG management
environment

for Information

Improve information
security strategies

Promoting
Actions and
Culture

Security

Manage the operation of
the information security
management system
and security levels

Verify of the information
security strategies

with monitoring and
inspections

« Maintaining domestic and international certifications in
information security and privacy protection (10 types)

« Disclosure of information security status by subsidiary
« Increase information security investment budget

« Appointment of the Chief Information Security
Officer (CISO) with expertise and independence at
each subsidiary

« Establishment and revision of the regulations and
procedures on information security and privacy
protection.

+ Development of security management indicators and
conducting pilot assessment

+ Over 99% completion rates of
information security and privacy
protection education programs:
employees at domestic and

overseas business sites
2023

« Content development for
information security and privacy
protection education at overseas

business sites

Action Plan

+ Mock training against privacy
breaches in external services

« Sending information security
letters on a regular/ad-hoc basis
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SK Innovation has taken diverse security measures to win the confidence
of its stakeholders. As a result, the company acquired ten domestic and
overseas certifications in information security and privacy protection, and
achieved a 99% employee education completion rate.

Activities and Achievements in 2022

Achievement1 |mprovement of Organization and(_eamﬁmm

Decision-Making Process

SK Innovation added reward and disciplinary rules to its in
regulation on information protection as a means to reinfo
commitment. The company appointed the Chief Information S
Officer with independence and expertise pursuant to lay
disclosed the appointment through the Ministry of Science a
The information security organization led by the CISO improV
decision-making process and the execution of decisions.

Achievement2 |nspection and Monitoring to
Reinforce Information Security

SK Innovation has main services inspected to address securit
and keeps them certified by external institutions, including the r
of ISMS/ISMS-P (two types) and 1SO 27001/27701 (eight typ
Energy, whose crude oil refining management system was desi
as key information communication infrastructure in 2022, had re
facilities and systems examined for vulnerabilities so that it coul
an improvement; thus, not only our subsidiaries but also 35 af
and overseas corporations strive to enhance information s¢

control by running security checks on key management systems \_

Achievement3 |Industrial Technology Protection

SK Innovation provides an education program to protect confidential
information, workforce, and industrial technologies following relevant
domestic laws. SK On’s battery manufacturing technology has been
designated as a national core technology due to its high technical and
economic value. As a result, it is subject to strict security controls SK IE
Technology reinforced its systems to prevent confidential information
leaks by adopting a dedicated document encryption solution and
keeping it under strict security control comparable to the one for
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Achievement5 Global Information Security
Compliance

SK Innovation closely examines privacy laws in each country, managing
privacy protection issues and ensuring its products and services do
not violate local laws and regulations. For instance, we supported our
business sites in Europe to run privacy impact assessments following
the General Data Protection Regulation (GDPR), assisted compliance
with three data-related laws in China (Network Security Law, Data

Completion Rate by Course
[Comments from the Division in Charge] Enhand course Completion Rate
In recent days, the manufacturing industry has facel  company-wide Security Sharing Information security related internal regulations and 99.7%
technologies like DT, Al, and Smart Factory, along y procedures, introducing relevant laws such as the Personal
. . . Information Protection Act, data inflow and outflow procedures,
security has become a crucial factor, demanding s . . ) . .
and personal information protection and security measures in
in Northeast Asia. It significantly impacts sustaing daily life.
improving corporate image. To contribute to sustf  global Staff Promoting safety standards in daily work, introducing global 99.5%
achieved our core tasks successfully. This inclu information security violation and penalty cases, sharing
. . e L. . . information protection laws in different countries.
information certifications in 2022, with an employ
has also taken significant steps to strengthen infor Process Security Intrqducmgsecunty characteristics oflnfjustrlalcF)ntrol system, 99.7%
(Ulsan CLX) sharing breach cases, and process security compliance.

incident response system. To enhance our informa

. . . o Industrial Security Sharing information on the Industrial Technology Protection Act 99.5%
the information security budget, voluntarily disclos (SKON, SKIET) and the Unfair Competition Prevention Act, and compliance with
protection officer with specialized expertise. Mored trade secret security.
trends to ensure compliance with global informg Total 99.7%

personal information protection liability insurance

I\

Security Law, Personal Information Protection Law), analyzed th%

J

Completion rates by education course ()

Our commitment remains steadfast in expanding information security risk management capabilities across

our global operations, aiming to earn the unwavering support and trust of our stakeholders.

Responsible Executive | Ko Heung-tae Chief Information Security Office
| Jang Ok-hee Security Compliance PL

Responsible PL

B korindian@sk.com
B joh@sk.com

Department’s Comments @

Learn more about Reinforcing Information Security Risk Management —


https://esg.skinnovation.com/ko/growth/W
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Promoting Transparent Management with Information Security Disclosures by SK Innovation and Subsidiaries

Background and Purpose

There are increasing information security threats that
have emerged with the advent of new technologies,
such as Al, loT, and smart factories. Cyberattacks
(hacktivism) driven by political and social purposes
are also on the rise, as seen in the US-China disputes
and the Russia-Ukraine War. At this juncture, the
protection of strategic national facilities and core
national technologies is required as an essential
capability of both companies and countries.

Accordingly, SK Innovation is making devoted efforts
to achieve its key tasks, bringing the information
security and privacy management index to 90% and
security education completion rates to 100% by
2025. We also transparently disclose our information
security activities meeting global standards.
Through these disclosures, the company will respect
shareholders’ right to know and provide consumers
with a wide range of choices, thereby winning the
confidence of stakeholders.
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..............................

Comprehensive Information
Security Disclosure Portal,
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SK innovation’s information

security disclosure

Activities

While the amendment of the Information Protection Industry Act
mandated public disclosure on information security starting in 2022,
SK Innovation had prepared its first public disclosure in 2019, three
years earlier, and had the ratio of its investment in information security
to total IT budget verified by the Ministry of Science and ICT and Korea
Internet & Security Agency. The company has since carried out various
information security activities comparable to global standards with
continuous investments, such as acquiring certifications and sharing
information on cyber hacking with the public sector.

In 2021, before public disclosure on information security became
mandatory, the company made a public disclosure of its security
information activities, including those of its subsidiaries, for the
first time in the energy industry. The company will keep earning the
confidence of stakeholders by making transparent disclosures and
information security activities.
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Major Achievements and Expectations

SK Innovation currently makes public disclosures on
information security efforts by nine companies (two
mandatory; seven voluntary disclosures) and is committed
to earning stakeholders’ confidence by increasing
investments and activities to protect information.

We are the first one in the energy industry that made a
public disclosure on information security in 2021, and that
included voluntary disclosures by our subsidiaries.

=%

The company also shared its experiences of information
security activities meeting global standards and of disclosures
with partner companies to support. As a leader of voluntary
disclosures on information security, we expect these efforts
will serve to encourage social participation as well.

SK Innovation will lead the way in spreading the corporate
culture of integrity and transparency, through continuous
efforts for information security and public disclosure.
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